
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Similarly to last month’s newsletter, we again warn of delivery scams. In this case, 
criminals seem to be targeting mobile phone users with text messages about an 
unpaid shopping fee on a parcel purporting to be from Royal Mail. 

Royal Mail have shared the following statement about these text message 
scams:  

“This isn’t one of our messages. We’ll only send SMS notifications where the sender 
has requested this and uses a product that offers this service. If a fee is due on an 
item we’d leave a grey card to confirm this, we wouldn’t send a text.” 

There have also been some reports of people visiting in person claiming to be 
conducting vaccine surveys and then asking you to sign a form (which is actually a 
mail redirection form). This is so that they can use your address and personal 
information in an identity theft to purchase expensive goods and receive them at a 
different address. 

These specific scams can be reported directly to Royal Mail using their online form at 
royalmail.com/reportingscams as well as forwarding the text message to 7726.  

 

Scam and nuisance phone calls affect most mobile and landline phone users. 
Criminals are relentless in their efforts to scam people out of their money or personal 
information and frequently change their tactics to avoid being caught. 

As such, it is vital that teams like the National Trading Standards Scams Team can 
keep as up to date as possible with the types of scams and the phone numbers that 
the criminals are using.  

Many criminals use ‘spoofed’ phone numbers to hide the actual number they are 
calling from, but it is still incredibly useful information to keep a log of which spoofed 
numbers are being used and the content of the calls. 

If you receive these calls, consider keeping a log of the number and content of the 
call to send through to the team. A call log can be downloaded from the Scam 
Marshal Resources area of the Friends Against Scams website: 
https://www.friendsagainstscams.org.uk/scam-marshal-resources 

This log can be returned to the team either by email to 
friendsagainstscams@surreycc.gov.uk or by post to the Freepost address. 
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More than 1,000 phone calls have been made to Action Fraud, the UK's 
national reporting centre for fraud and cybercrime, over a new scam involving 
National Insurance numbers. 

Victims have reported receiving an automated telephone call, during which they are 
told their "National Insurance number has been compromised." 

They are then instructed to "press 1 on their handset to be connected to the caller” to 
supposedly fix the issue and get a new National Insurance number but following 
these instructions could lead to sinister consequences. 

Once connected to the "caller", victims are pressured into handing over personal 
details - which the criminals claim is to enable them to receive a new National 
Insurance number. However, giving the criminals your personal details will enable 
them to commit fraud using your credentials and information. 

Pauline Smith, Head of Action Fraud, said: “We are asking the public to remain 
vigilant and be cautious of any automated calls they receive mentioning their 
National Insurance number becoming compromised.” 

If you receive an automated call like the above, hang up and consider noting the 
details down on a call log to send into the team. 

UK Finance’s latest Fraud the Facts report has revealed that criminals turned 

to online and technology-enabled scams to exploit people’s fears about the 

Covid-19 pandemic 

Impersonation scam cases, in which criminals impersonate trusted organisations to 

trick victims into handing over their money, almost doubled to 39,364 cases in 

2020, the largest increase of all scam types. During the pandemic, criminals sent 

fraudulent emails claiming to offer government support to those impacted by the 

pandemic and scam text messages requesting payments to book a Covid-19 

vaccine. They also impersonated delivery companies to exploit the rise in online 

shopping. 

There was a 32 per cent increase in investment scam cases last year, which are 

often promoted through adverts on search engines offering higher than average 

returns, and a 38 per cent increase in cases of romance scams, driven by the rise 

in online dating during the pandemic. 

Authorised Push Payment fraud 

Authorised Push Payment (APP) fraud cases, where customers are tricked into 

authorising a payment to another account controlled by a criminal, increased by 22 

per cent to almost 150,000 in 2020. Losses amounted to a total of £479 million, up 

five per cent on the previous year.   

• Investment scams, in which a criminal convinces their victim to move their 

money to a fictitious fund or to pay for a fake investment, saw the highest 

increase in losses of any APP scam type, totalling £135.1 million.  

 

• Purchase scams, in which the victim pays in advance for goods or services 

that are never received, remained the most common form of APP fraud, 

accounting for 52 per cent of APP fraud cases 
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For more information on the 

team and our initiatives, 

please visit our website.  

If you would like to withdraw 

from the Scam Marshal 

scheme, please write to the 

address at the bottom of 

each page. 
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